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Kinh giri: S& Th6ng tin vd Truy6n thdng

UBND tinh nhan duo. c c6ng van si5 lszllgTTT'I-CATTT rlgiry 291812024

cta B0 Th6ng tin vd Truy6n th6ng v6 viQc-t6ng cudng c6ng.t6c. b6o dim an toan

th6ng tin m4ng trong thdi gian nft i t6 Qui5c khtffi 02lg' Y' vAn d6 ndy' UBND

tinh c6 y kitin chi cl4o nhu sau:

Sd Th6ng tin vi TruyAn thdng cht tri, ptr6i trqp voi c6c co quan li€n quan

cdn cfi chric nang, nnem.vu J;. ;"" t6 chuc tri6n 
-knai 

thuc hiQn theo y6u cAu

cria BQ Th6ng tin vd Truydn th6ng t4i C6ng vdn sO :SZfmftff-CATTT n€u tr6n'

(DinhkdmC6ngvdnsiijST3/BTTTT-CATTTngdy2g/8/2024ciaB0Th6ng

tin vd Truyin th6ng)./.
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NguySn Thanh Hir

0v saN NHAN DAN
TiNH KHANH HOA

Not nhQn:

- Nhu tren NBDT);
- Ctc so, ban, nginh (P/lt);

- UBNDcAc irulQn, ttri xa, ttrantr ptr6 Otr);
- Linh tloo VPUBND tinh;
- Luu: VT, DL, LH, TNT. ,r ,



BQ THONG TIN VA TRUYEN THONG cgNGHOAXAHQI
DQc lfP - Ts

Hd N1ri, ngdY 29 thdng 08 ndm 2024

cttuNctt[AuErmu
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56:3573 /BTTTT-CATTT
V/v Tnng cudng c6ng t6c b6o dim an

toin th6ng tin mang trong thoi gian

ngtritc Quoc khenh o2l9

Kinh gtri: 
- c6c BQ, co quan ngang BQ, co quan thuqc chinh phtr;

- UBND c6c tinh, thanh ph6 tryc thuQc Trung uong;

- Chc Co quan bio chi Trung uong;

- C5c Tflp doan kinh t0, T6ng C6ng ty nhi nudc;

- C6c Tflp dodn, T6ng C6ng ty' C6ng ty cung cAp dich vU

Internet, vi6n th6ng;

- C6c T6 chric tdi chinh, NgAn hang thuong m4i'

ThdigiandiSnratEfi,nipmTgrfimQui5ckn6nhnu6cCQnghdaxEhoi

chu nghia ViQt Nam (0219/1 g45'OZl9l2O24) ln thdi di6m nh4y cim d6 c6c th6 lgc

thtr dich, phdn dQng, tin t6c lgi dung d6 gia ting c6c cu6c t6n c6ng m4ng nhim

ph6 hoai, ch6ng ph6 D6ng vd Nhd nudc' D[c biQt' thdi gian gdn d?ry' dd c6 mOt

sO t P tt Ong th6ng tin cira co quan, t6 chric' doanh nghiQp tai MQt Nam bi sg c6

t6n cdng m4ng giy thiQt hai 'r'tt* 
trqng' D6 kn6ng bi tlQng' bit ngd tru6c moi

tinh hu6ng, B0 Th6ng tin vd Truy6n th6ng d6 nghi c6c co quan' t6 chric' doanh

nghiQp tri6n knai mOt s6 biQn ph6p nhu sau:

1. Ting cuong trii5n khai ho4t dQng b6o dirn an toirn th6ng tin m4ng:

a) l-Iu ti6n ngu6n luc tri6n khai tr'uc gi6m sit' b6o dim an toirn th6ng tin

mqtg24ll;Phin c0ng nhin sy theo d6i thudng xuy6n' li6n tuc c6c hQ th6ng

gi6m s6t an toirn tf,One tinlap trung' hQ th6ng phdng' ch6ng m6 dQc tip trung dO

dim bio phit hiQn ,Om 
"a" 

ngt'y co t6n c6ng thay tl6i giao diQn' kfp thdi xri $'

khic phqc su c6 t6n c6ng m4ng'

b) Rir so6t, cflp nhflt diy dtr c6c bdn v6 16 h6ng bdo mit cho h9 thiing th6ng

tin, thlrc hiQn theo d6i, xir Ii'c6c ven ban cinh b6o an to2rn th6ng tin m4ng (vdn

iu, .U* b6o c6c 16 h6ng nghiOm trqng gui kdm theo) hirng tuAn' hang th6ng do

Cuc An toirn th6ng tin .Ong b6 tai dia chi https://khonggianmang'vn/canhbaoattt/'
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N€n ting DiAu ph6i xri lf sg c6 an todn th6ng tin m4ng qu6c gia (IRtab.vn) vd tu

c6c co quan, t6 chric li6n quan cung c6p.

c) Chri dQng thsc hiQn ki6m tra, d6nh gi6, philt hiQn vd khic phuc l5 hOng

bio mat; Sdn ltng m6i nguy h4i vd b6c g0 phAn m6m tlQc h4i cho toan bQ mriy

cht, miy tram trong hQ th6ng th6ng tin.

d) xdy dgng c6c kil ho4ch, phuong inllngcriu khAn c6p d€ sin sdng tri6n

khai c6c gidi ph6p img ph6, xu lf su c5 tin c6ng m4ng.

tl) Thgc hiQn sao luu dft li€u theo nguy6n tic 3-2-l: c6 it nhAt 03 bin sao

dt liQu, luu trfr bin sao trdn 02 phuong tiQn lrru trft kh6c nhau, vdi 0l bin sao

ltru ngo4i tuy6n "offline" (su dung tapeAJSBiti ctmg di dQng,...); TriiSn khai

gi6i ph6p d6 sin sing phuc h6i nhanh hoat dQng cira hQ th6ng th6ng tin khi e?p

su c6, dua hoat tlQng cta hQ th6ng th6ng tin trd lai binh thuong trong vdng 24

til5ng ho4c theo y€u ciu nghiQp vu.

2. C6c doanh nghiQp cung c6p dich vu vi6n th6ng, intemet; C6c td chric,

doanh nghiQp 
"ung 

cAp nAn t6ng chuy,5n tl6i sr5:

. : r i --- -.r r-L!^ -L--^ ^- ^q tangcuong nguon lyc thgc hiQn tryc gi6m s6t, h6 trg vi khic phuc sU ci5

bio dim h4 tAng viSn thdng, internet an todn, th6ng suiit.

b) Tri6n khai c6c biQn ph6p ki thuit O mtc cao nh6t nhim ph6t hien, ch?n

lgc, ngdn chan hoat dQng t6n c6ng m4ng, ph6t tan th6ng tin x6u tIQc, th6ng tin vi

pham ph6p lu{t tr6n hp thting th6ng tin, ha t6ng m4ng lu6i thu$c ph4m vi quan lf.

c) TEng cu&ng theo d6i, cfp nhat, xil l!' c6c phan 5nh, khi6u n4i cta ngudi

ding v€ tin nhin r6c, cuQc ggi r6c, dec biQt ld tin nhin lira tl6o, cuQc ggi lta dio

qua hQ thi5ng ti6p nhfln phan 6nh tin nhin r5c, cuQc ggi r6c do BQ Thdng tin vi
TruyAn th6ng (Cr,rc An toan th6ng tin) chia s6; Xri lf quy6t liet, triet d6 c6c tnrong

hqp ph6t t6n tin nhin r6c, tin nhin lua dAo, cuQc ggi r6c, cuQc ggi lira ttdo md

nguoi dirng phan 6nh.

d) Thgc hiQn nghiEm vd kip thoi c6c biQn ph6p xir lf theo y6u c6u cta B0

Th6ng tin vi Truy€n th6ng vd co quan chric ndng c6 thAm quy6n.

3. Truong hqp cAn h6 trq gi6m set, xu li, img cuu su cO aC nghi li6n hQ v6i

Cqrc An todn th6ng tin, BQ Th6ng tin vd TruyAn th6ng qua tliu m6i:



3

- Trung tAm Ung crru khdn cip kh6ng gian m4ng MQt Nam (VNCERT/CC)'

dipn thoai 024.3640.4421hoac s6 diQn thopi trgc dudng diy n6ng img ciru sU c6

086.9100.317, thu diQn tir: ir@vncert'vn'

- Trung tdm Gi6m set an todn kh6ng gian m4ng quoc gia (NCSC), diQn

thoqi: 02432091616 hoic sl5 aien tho4i tr.uc ducrng ddy n6ng h5 trg gi6m s6t'

cinh b6o sdm 0389942878, thu diQn tu: ais@mic'gov'vn'

- Phdng An todn he th6ng th6ng tin, so oipn thoai tryc duong d6y n6ng h6

trg tdng thi5 c6c gi6i ph6p an toirn th6ng tin 0888'133'359' thu dien ttl:

athttt@mic.gov.vn.

Tran@ng./.

Noi nhQn:
- Nhu tr6n;
- Vin phdng Trung uong vi c6c Ban cta DiLng;

- Vin phdng Chtl tich nu6c:

- #;;'ffi a;6c'h$i vir c6c Uv ban cta Qu6c h6i;

- Tda in nhAn din tdi caol ,

- Vi6n ki6m s6t nhin din t6i cao;

- U, il* ttung o*g Mat tt?n T6 qu6c ViQt Naml

- Co quan trung uong cta cric dodn th6;

- B0 truong (d6 b/c);
- Cic Tht truong;
- Ca" SJ ff,ang-iin vi TruyAn th6ng c6c tinh' thinh

ohti truc thu0c TW;
- La. oon vi chuy6n trrich v€ c6ng nghQ thong tin' an

toan th6ng tin tai cIic b9, ngenh;

- Thnnh vi6n m4ng ludi trng cuu slt cd an toan thong

tin mpng qu6c gia;

- Luu: VT, CAITT.PTI.

KT. BQ TRLIdNG
THLTTRUONG

Dric Long
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